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Abstract 
This paper explains the security issues of the network and 

also different type of attacks which may occur on the 

network of machines. The main aim of this paper is to 

create awareness in all to know about the different type of 

attacks on system and how you can use precautions so that 

the wrong intensions of hacker or intruder. More will be 

awareness about the network attacks, more will be capacity 

to face network attacks. 

Keywords: Attacks on the Network, Passive Attacks, 

Active Attacks, Security Issues. 

Introduction 

The concept of security starts from the user itself. 

Firstly the concept of username and password is 

introduced to make system secure at login time or to 

use a particular machine or system. Sometimes the 

security can be done by applying one more hurdle for 

the attacker, by providing key which may be sent 

either by mobile or security questions which may be 

set by user. The security is provided sometimes by 

banks, they ask you enter digits from the ATM card 

or from some other device given to some 

authenticated person. The security is the main 

concern in the modern world to avoid data use from 

unauthenticated persons. 

Different Attacks on the Network: 

There are mainly two different types of attacks on the 

network, one is active attacks and second one is 

passive attacks. These are the malicious attacks to the 

network. 

Active attacks 

When attackers initiate the attack commands and 

affect the operations of the user who is working on 

the network. The examples of active attacks are: 

wiretapping, port scanner, idle scan etc. 

Passive attacks 

When attackers intercepts the data travelling through 

the network and make data changeable than the 

actual one. The examples of passive attacks are: 

Denial-of-service attack, Spoofing, Man in the 
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middle, ARP poisoning, Smurf attack, Buffer 

overflow, Heap overflow, Format string attack, SQL 

injection etc. 

 

 

 

   

 

 

 

 

Figure 1: The Different Security Issues 

 

Methodologies to Avoid Attacks 

Security guards and proper antivirus sometimes make 

system more secure and the system data can be 

avoided from intruders and hackers.  

A strong firewall and proxy will be used to avoid the 
unauthenticated person out of the system. 

A robust password should be used in the wireless 
connections. 

 An optimal network should be used to avoid attacks 

 A strong decision maker administer is the right 

choice to make system more secure and he can apply 

sometimes strong orders on the employees of the 

company.  

Assign STATIC IP addresses to network devices. 
(This is not a security feature per se; however it may 
be used, in conjunction with other features, to make 
your AP less desirable to would-be intruders.) 

Disable ICMP ping on router. 

Review router or firewall logs to help identify 
abnormal network connections or traffic to the 
Internet. 

Security fencing to mark the company's perimeter 

Fire extinguishers for fire-sensitive areas like server 
rooms and security rooms. 

Sometimes using VPN between user and main office 

make the system more secure and keep the intruder 

away from the system 

 

Conclusion  

We finally conclude that the precautions explained in 

the paper may be more useful for users who know the 

system attacks deeply and think in both ways. The 
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way is to think like a user and another way is to think 

like a attacker or hacker. We can make our system 

more secure by apply above technique. The attacks 

can be avoided and we can use the data safely and 

our system will be more secure. The data corruption 

will be stopped by applying of system security. 
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